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MNAL aPFR()VAL / DjuTERMINATIOr^S / CONIMTIONS: 


PIA is required by the H-Governrnerd' .Act. 

is ;.o be compirbcd as rnatter of FBI/LX}J discreiion. 

\ U' )e v.bb- cJ er> bBS ssOV tab'c. ?d> RMH F(MA -('O.^cdorAV’ \es. bSo 


.X.PIA is not required for she follovvisig reasonis): 

Systsirs does not colleGt. rrsainiain, or disseminate fM.l. 

_r s cK,ste''icc lxt.>tC i" P003, no aier ciiaoees poseu sdavKc.eo >• s'les .iS\sr 

,X iriforsnatioi^ in the syssesrs fciates lo internal goversnuent operatiofjs. 

Syssein has beef! previously assessed under an evalnaiion similar to a sXA. 

X \< s ^!f! leant punacy O'saes f Of pr.vacx issues ji'c nnenanged'^ 

The only ?11 maifstained is the user ID: nraintained orsly within atidil logs lo which access is iimiied. 

.Other 


Apyiicable SORN(s;: _ FB;A)02 (Central Records Svst.em> and DOJ-(K12 (DOi Computer S\ stems Activiiv & Access 

EsT.oi;ds}.„ 

Novity bBl R.VID/RIDS per MIGG 190.2.3? ..X. No .Yes-See sasrsple EC os! PC1..U infras'.et weh.site here: 

hdp;.''hon!e-'DO/()GC.A31'B.-PCl.,LVPrisacyCivli%20Liberties%20Library/rorn5 for ntiog]90-2-r_ec,\vpd 


SORX SOR'N revis’:On(s) req-fired? _X_No _^h:es 


'00* ^ et nc rn<. \a.' ^, ^vtcnc'ct-A':’-el-'feo O'm _ Xo . 


RaCORF'S, '^’he prograns should ccsisult with RAID V idc'itify fes^)ive any 1 ederal records,eiecir<(n:c reeord-> is-ises 
- o ^s-- , odv o asv'ne c O' ro'' coitasn-^ i sacs Ps.t'^.qi(.sts .'to " o.n esoa ^ 'c^'^vs 

schedule approved by the National Archives and Records Adfriinlstraiiof! is ncccssaro. RMD cat! provide ads ice on this 

<.o v\e 1 £,s oo cousphauce vsn? feq nce.neins lot rjecltvn!ic Revordkeepisig Cendlca^iO'! and anv -icccsi'Cfs cpoaCn _ 

Other: 


V iet' \V''''c' \v ''Oe'CO-CciCfa C ocn v! Siina.tne . ~ ^ ^ 

ActingFR! f>vnatv cfnl Civil Icborties OrHcor I ftaSoSiuned: 
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b7E 


A _ Y1 S LiJuidiidi U.5CA C5u\',; then' i;niq!.fo u.v'! 10 irto ^ Al n | | " 
ihe invormaiion is maiiuained as pan of its audii log. 


a, D-'cs the systeni/project suppctrl criminai, CT, or Fi'i investigations or 
nents? 

X NO 

_'j'fiS llfyes, proeeed to question 7.| 


b. Are subjects ofinforrrsatioa from whom the irsfcrmation is direetiy eo)leered 
pres ided a written Privacs' .Act (e)(3) statement (either on the collection form or via a 
separate .notice)? 

X NO 


.4 Privacy Act {e)(5) statenteru is unnecessary since the user ID in CATS i [ .loses 
not cons ey infon-nation ahom an individual. 

YES Identify any fo.rms, paper o.r electronic, used to reqtjesl ssteh 
informario.n from the information subject: 

7. \te'soe.t. Necetdy Namoc's (^SNss collected, .raxmatrco o' dntscmmaice rom tiie 
system 'proicet'? Full SSNs should only hx; used a.s idcTtiitlers ht Hntited instances. 

_NO _YES I f yes, cheek &0 that apply ; 


_SSNs are iiecessary to esiablish.''conrirm the identity of subjects, vieiims, 

\\it.nesse.s or sources in this law enfV>rce.menl or intelligence activity. 


SSNs are necessary to identify EBi personnel in this iiitcrrtai administranve 

system. 

__ SSNs are important for other rea.sons. Describe: 

1,,. s\s‘j,r'ptoioct pioxtdes specta' ptotcctU'n h's SSN ' ^e . oS\n tm 
e u" ^ ete-1 hiedo!- fms)? a!' u-^ers v ia .a iook-iq^ table, or eriK asailahle to c,r,1a;n 
users). Describe: 

It is not feasible for the systen■.'^project to provide special protection to 
SS.Ns. .fXphdn: 


epic.org 


EPIC-14-06d4YB|tFdlA-t6f56&1 iB-7th-Production 


EPIC-2045 










Is ;hc svsten-i operatiid by a corriraclor? 


X No. 

Yes. Injbrmation sysienss operated by co.ntfaclors Ib.r the nray be 
co-n.sidcfcd Privacy Act sy.stonis (,n'records. ') he I'edcral Acquisiison Roeulation 

s V V ^ (M <K J ;i iSOS th n' S X Ho v J Ak tv L s\ v i. 

cohects. raaintains (sr disseminates 1^11 and additiorial reqnircmersts may bc- 
"eo'.e ^ 'v a v'v" 0.' I t 'Vpa'drorv e ’ 'stXw tx'bt v t o ofniati.’>’^s vs't" ' u 
tijfbce of the Oetterai {rou.n.3el may be required if a eoniractor is ceperating the 
SYS tern .for the FBi. 

Has the system undergosie Certification & Accreditation (C&.A) by the FEil 
Seeuriiy Division (Stxdi))? 

..If . 0 . 0 , .indicate rea.son; if C&.4 is pestcling, provide anticipated 

completion date: 

.X YES If yes, plea.se mdkate the foilotving, if ktsov-i Ei: 

Provide date of last C~& A ce rtification/re-certification: 

The last certification for C.ATS | I rvas dated Nos ember 29, 2010. 

Co.ofidential.ityt_Low Moderate X High_ilndeflEsd 

Integrity: _Low _X..Moder,ate ^Higli Ondefined 

.4Yailabil.ity; _Losv X Moderate High Undefined 

Not applicable ■••• this sy.stem i.s only paper-ba,sed. 

Is this sssstem ■project the subject of an ()MB--300 budget .submission? 

X NO 

_YvES If ye.s, plea.se previde the date and oa.o5e or 

title of the OAIB .snbntis.sioa: 

Iboes the syslent con,duct data .mining as delined in Section 804 of the 
huplv-incniing Recommendettions ^.'fiho 9,11 t'<.;m5nis,d(m .Act of.^lHA, P L. 11>:)- 
t u^odiilo-.l at 4.7 t SH 2u00ec~"'f^ 

X.NO 


Y'.ES If yes, please de.seribc the data ;snining funetiosn 
s dus r, nanom,' sccuniy s^slou, s'as cctc5"iri!cd K *hc SecD}'^ 
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YES 


X______ NO 


13. Siat.iis of Syslen'.;/ Froj.ecJ.: 

Inis is a now systosTi/ }>roject in devolopnK:at.. 

IL SYSTEMS / PROJECTS 

1, W hen x^as the systciTt/proicct dcvdoped? January 2006 

2. Has the sysiem/proiect undergone any signillcanl changes since April 17, 2003? 

X NO [If no. proceed to next question (11.3),] 

YES If yes, indicate which oftlic lollowing changes were involved (mark all 
changes that apply, and provide brief explanation for each tnarked change): 

___ A conversion .from paper-based records to an ejectroThc sy.stern. 

A change from information in a format that is anonymous or non- 
identifiable to a format that i.s iJentifrable to particular individuals, 

A nexx use of an ff system/project, including application of a nexx- 
technology, that chattges how information in identifiable form is managed. 
(For example, a change that would create a tnore open environnten.t and-or 
ax-enuo for exposure of data that previously did not exist.) 

_A change that re,suiis in inibnnatiern in idcntifrable form being 

merged, centralized, or snatched with other d.atabases. 

_ .3 ftexv method of autheriticating the use of and access to 

infomsation in idcntiliable fotm by mentbers of the public. 

A systematic incorporation of dafaba.ses of infonnation In 
identinablc .romi purchased or obtained from commercial or public sources. 

.A new i'uteragejtcy t.ise or sitared agettey fmK'tion that icsuiis in, 
nov\ uses or osehanges oi inform.ation m idontibable ilmn 

.4 change that results m a nexv use or disclosure or frdorniatujn m, 
identifiable llrrm, 

<\ change that results in nexx items oi. informarton in identidable 
iimnt being added into die system,''project. 
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(^hariges do n.ol involve.' a cliange in th 
5 i<„ dKuvids'ials o:'i vvhom records arc rnainusnx 
enssemination oi'i;nt'ormado5\ from the system/ 

Other I Provide brkf explanistiooj; 

' X. ' ^ 01 x" ^nO pii.v.xxx Of AO>iSt 

.. .X.NO .___YES 


a. pj"ovide dats/dtk of the FIA: 

b. Has the systcm/project uttdettgone any signil'icant changes since the PIA? 

NO .YES 
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lllllllilllll 


FBI PRIVACY TIIEESHOLI) ANM .\SIS IPI" 

NAME OF SYSTEAl / PROJECT; | | b7E 



^FEM'FRO.RX'r FOr 

FBI OOC/FCIl POI' 


Naj)te; MAFA| | 

■ MsliilAOCl 1 


Proj-trarr'i Ofilce: htternaf Advisors' Omup 

liEllii; 1 1 

|||||||i|i|::|||||||||| 

Division: RPO 

liiiiiiiiiiliiip® lEi: 


PliorieJ 1 



Room NiJOiber; 6256 



FBI DIVISION IS rERMEDIATE AFPROVALS 



Prograsn Manager (or other appmpdste 
execiitive as. Division detetmines) 

.Division Privacy OCtiocr 

Program Disision: 

Signaturej I 

Signature; 

Rosourcv Pbissilisw 


Date signed; 

Of'Bco 

Aamoj 1 ■ Igiiiiiiiiiiiiiiiiiii" 

Name; 


Title: Dnit Chiel Inteniai Advisory Oroisp 

TRfe; 

FBIBQ Division- 

Sigxuituie: 

Signature; 


Date signed; 

Date sigsaed: 



Name; 


Title, 

Tnle; 


xspfnsYsh, h;5rd rCvnYsvdi' I-Bl IXR O' | ^ '05dF 

||||||ii||i||||||||i:|i||ii||!|||ipi|EAi;;|i|i|ii|i|iiii;ii||||ii||||||i r'ix:i>!XA:d ;• : 

||i|i||:||:||||||||||||||||||||||i^ 
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FINAi. FBI AFPROVA.I... / BETFeMINATlONS / CONBOIONS; 
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The PH cojitained in hs iimned to the names and division nssi^snc nis of 

.: | [ enJ 

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii l l and systen-i 

. I ; 

(who also servo aa aysioro 
b ersoro^el at Field Olxlces and 

sillilHQ, and persom^el responsible for sysieos security. 

Illiilllllliiiiii l [ is }K>t separately accredited. | | resides on 

iiiliiiililiiliiliiiiiiifiifiiiiiliiiiiliidiii ipiSiiiiii iiilFS C&A Pending approval 

access and audit h':gs arc 

||||t|||||ii|||;i|||iii|iiu accordance with the hS SSP. 
individuals (i.e,, a I'O.nian being or uatoral persorc resys-rdless olFnaiiovcilityj? 

Illllllllllllllllllllllll 

■X !.'■ ill'>0-. pir.use rniidnuc.i 

||lii|i||||i||||||::||:|i|:i||||::|i||i|^^ oharacteristlcs apply to tdc inionttation ir? the 
||||||||:i||||||i|il||i|i||iii||ii|ii|||||^ infijrr.naliort n^ay identity or be 

linkable to au indi-eideal 
((iheck all iliat apply.) 

X The i.n.forrnadori directly idcntilies speciiic individtsals. 

^salh other data elements, 

to irtdireetly id etui fy speciiic itidividnals. 

i iiiiiiiiiiiii iiiiiiiiliiliiitliiiiliiiii:iiiiiiPiiliiiidiitiiiiiiiiiiiiiMiiiiiiliiiidcniltv:: (i, c. J t 
is ii.nked or littkabie to apecilic hniividuais). 

If vUii ntarkvd ol P-s.' anc-^e. proceed to Ijncstiau .4, 

Motto of the above. If notic t>f the above, describe w hy tbe in .hronatton drtes not 
:idonti%:Spceilte individuals eitner directly or iridirectly. 

4, .Does the sytstetn/prchect pertain ottly to govetttroent evrnpioyees, contractors, or 
consultants? 
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per??;■ ir::v;^; 

iiiiiiiiiliiiii::iiiii:||iiii|il|i-|||iii|:iiiii:ip er piji'son al id cnu fi er? 

■X skj^= 5:.' 7,j 

YES, pf prosx'i-d ?<.' thi: .i 

i|i||illii|:|iii|i|li||i|li|il|i|i|lillii|iiiii|ii|iiiiii^ nx>ni the persoe who i • '.;. 
subject of the intbrnuujon'.' 

X NO p? no, is;-0';.s;;a u- 'I.\ 


a. Does the systenrtproject suppost criiomal CT, or FCI tnvestigalion,s nr 
aa.sesanicuta? 

i||||||||i|||||liiilllll|:||||||||||||||||^l|i^ 

X YES |lf yes, proceed tn question T,| 

b. Are subjects of i,nfomiation Ifoni whom the in.tbr.mihiaa is directly collected 
provided a written Privacy Act (e)(3) staleffient (either on. the eoikctio.n fonts or via a 
scpisrate notice)? 

NO friie program need to work with fCLU to d.evelop/implement 
the o.eee,ssary .fo.rsn(s).| 

_YES MenPfy any .forms, paper or electronic, used to request such 

into,rmatim3 front the Informatiost ssubject: 

7, Art- Sociai Security Numbers (SSN.s) codected, .stsamtained or disseminaterl trons the 
aystetvi/projeer.? Foil. S.SNs shotdd orsly be s.ssed ;ss sdersdrlcfs is; iis-os-eri in'sla;see.->. 

X NO Yl S H' yes. cheek trsur ^sppdv. 


:i:|j|||l|liiilii|ii||ii::i||ii;|i|||;|||i||ili^ activity. 


tOs hnemal administrative 

i||||||||iii||iiii Iksseribe: 
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provides special proteeooii lo SSNs (e.g., SSNa are 
eoexypted, loddet^ lioni ail users via a locdo-op table, or ooly available ts) ce? ; • 

i||||||||i|iiliiiii|iil|iii|iiiiii|il|||p special protection to 

l.^pbslss: 

Isstl-e aystcTn operated by a contractor? 

iiiiiiiiiiiiiiiiii^ 

by contractors for the FBI may be 

aS .a c t; o,;s11 s; u■, .U s■ y■.! > c a■: 

i:|iit|iili|li|iil|iii|i|||||l|||i|i|l|||iiH ^ ; lOr cm-:' I n- 

iiii||||iiii|liii|iii|i|i|||iiili|i||||i|iiiiii|i® may be 

Olike of tbe Cenerai Counsel ruuy be required if a contracter is operating the 

i-las the system omiergoue Cenitieation Aecreditation (CebA) by the FBI 
>cco;h;. i);--. - 

NO 1 C MO, indkate reason; If C&A Is pe^dsiv^j, id;' ;.s;si iNpaied 
eompletku date: 

X YES If yes, please Indkate tbe folknvimg, if knto" r:: 

Fruvide date of last C&A eerlltkatsou/re-ecrdtb.-abin-s: 

iiiiiiiiii r ii-S: co;J is e-imtmp;; ■■.C-; die 

||i||||iil|||||||:ii||i||||||||i||i|i December 15, 2012 and 

the mhowing risk 


Cn-dide!!t.saiit> : 

i.tO' 

X Moderate 

.ibeh 

lutvp!'d>: 

k:>'S 

X Moderate 

■Hinb 

tmidis-nijiii: 

i 0'.^ 

X XIoderate 

Hiuit 


Docs the system conduct data mining as defined in Section 804 of fttc 
implementirig Rccommeodations of the 9/i I Commission Act of 2007, P.L. t N'l- 
53 feodiflcd at 42 CSC 2000ee-3f7 
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iiiiiiiiiiiiiiiiiii 


YES If ves> pk-;s'xv ck';!. ! iS^.' shs: fEsk- fissjrkE-s?: 

iililii|ili||iililliliiiliiiililii|;ll:iiilil^ sccd i ■■■ 

:J. S'. V: 

|||i|||||||i||i||iili||^ cct i ;■? d evelo pi r icnt, 

.u. Pk'0..?Eris 

:^s;k-c Apv'si i’s, ,.Y,:vj.v' 

^ s o ■;; i i ..y. ; 

: i-'ScE HsA-rE 

changes that apply, aad p.rov.kle brkf exp.la.aat,lo?i for each marked cka.5?ge): 

= ecoras to ao electrooic kystosri, 
or oon-' 

i n i i ? v ■ d - ad s. 

ii|||||||||||||||iiiiiiiiil|ii^:ii|||i|i||:iiiiii?;ii|i® ■:r.;■»>o? ■ a a ;■ iv:w 

|||||||||||||||||||||||iip||iii||i||||iii^^^ fbno is managed. 

|||||||||||||||||pli;|i||||lp ixea'ie a more -jpcn envjronmcn; and/or 

||||||||||||||||||liliiii|ii:|iiiiriiiiiiiii:p||p® .i-^o* c.'<iaL; 

ai-s a i orr;: i,a.:; o a 

lllillllll® eakaiu'd o ^ano; daiah ; .0'> 

llllllllllllllllllii® autheutkating the use of and aoeess to 

|||||||||||||||||||i|iii|||i|i|ii|||il||ii|P ra ■ r^; r> 1 i h o l ; h I ■ e. 

^; n; o rr: ? a i i o r>: a 

|||||||||||||||||||i|||||||i::|||||;p||||||||i:iii|| 

agency function that results in 

|||||||||||||||||ii|||;:i||ii|i|||||||||^ identifiable form. 
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that results io a uew use or disclosure of intdrotatio;: 

identifiabk; fonn, 

iorro beisig added ioio the systeot-'p^^^^^^^ 

d'hanges do not involve a change in the type of records roaitvhtined, 
on whom records are mamlaioed, or the use or 
of inl-brnration. tfonr the systetn/projecL 

; C ar i Pro^hk- rjr;i..d espiaanton;!: 

..¥ES 

:|i|i|i||||||||||||||||||||||||||||||||||||||||||||||^ 

tL Provide of tl^c PI A: 

b. Has the system/projeef iHldergone Jhiy sigPiBeant chapges since the PI.-'A 
.NO .YES 
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b7E 


~V'su: r.'UKd iVKW K riC'.c.in '' 

_NO 

X. YILS ilf ye.v., <.X5sUii^?.ieJ 

3, Pkass h vJscs^ie if any of (he Ibif nviog charscknstics app^y k> tiso iafoinnatior: hi the 
L^ysu'm sKho h'i'Jiviiiyls Boi: in oYaJ ihas log'on a5ioraw,i<.\n stu> idcnhO or bo 

1 i nkah k- ' a 0 i ndi \- i d ua I. 
sX 'bock af. faai apoly. s 

.X.... Iho i.nb>r'!OSVsoa direcUy klentillcx aptx'snc individoaks. 

.„„X. ‘I'hs hslbrniation Is inkeodod to bo t-Ovcd, h't conjonciion. with oiijer daia okoTtonts. 

'''^f l|fij||||li|||||:i|||||||i:::|||||i|:||||||i|||||||||||i 

,^Jill:::llibiiil|pibi|bii|ii||||||||i|:iii|i||ii|p 
.Is li.akod Of ii,okab.lo to spoxrsPc iodividu.aIs). 

if >XH3 .atstrksd asy of tfeo .abovo:, |>ro€0«id tf? 4, 

None of the above. If none of bio above, describe why the iolbrroab'on doeo .ofst 
.kiemdy speoifk dKl.lvido.ak o.i'd-s:r direetly oa' hHiiroedy, 

4, k'v'W'.x '0" "O',^^ ' '0 o.' V ^ VO, „ ro\wv.\\ ^ \'o v o 

voSi.so',tanK,' 

,x: NO _YliiS 


S, s > <> !v 0 V el M' 0 o .„v 5 ^ >x 0 i| V jp ed r>s i c*' < 

aikosa ro',5'<;ied fxxn fro Nxsk'Ot popcoi by oonro C", odxa pcs'scaial klentosef' 

.NO, [O' oo, s.k.lp lo qoosbi.o's 7 .| 

. \ 'i I ^ Hf yc,v, pr'",ocd lo the xc'xt <|!.awtioxd 

^ Os o 0 

^ 's^' av, p! ccexd 5*» qiscvpao " | 


epic.org EPIC-14-06-04-FBI-FOIA-20150616-7th-Production 


EPIC-2180 











I \x s o 


.. YES 

‘\V\ ^ v\0 sX V' !!, ' O. I' ^ v-' 

. ^iO 


.YES |if pr<?«e€i ipujstkus Y-| 

X'c''SiSkvXN «>r5K!'.^yT'a..$uv> s'fv'rs Sx'"svYr$xro'i>5 !''J5X\'i' v\ .v 

r \i\\ .1 stx'n rn^:ic> Act *cxE' > j.:c;o5t'!crc vcsthoi xisi uto C'YJcctxci xx' '■■ n c 

sK iitis’ oci xxs;£ i i 

\U ' t hi. proii’i msjxl ^i' k vi^ih IX 11^ k' x k'c x xf x xv^ 'v 

tSc s«€<e§?«srv formis)<^ 

^'t'S kk'm^lS x5s-5> lErms^ l-iapcr x^r dxxtr^issk, ss\cxl txx rx.'^xH'\t \xk'H 
liilYrmtttEMt: frt» llt<t stsfelfcP 

7. ' V ■'X . XyXXi '\ \'"X'' SxXOvx'KXAX-* 'XXvX. XN xSn-vX 5X^ C ' X 

A rtC'xx't'" ! xtU XS'^^ ahcxuU x'5'J> bo tiA'd a-; xk'sttifiO'A hi listiixxl U70XxxxA 
NC? .X.V F.S If>xcx iiliook nil fhM iipply: 


X SSY? niv :woNXxry k> x'^OibbM's x'oxvJXvi dx' KVniik xvr.NxsbXx"'-'. ^'' uriN. 
'\ luxxsvxi or souicon in thin Uiw cnforcootoni or hoxhEconco acli'. ity. 


OXX'' 0« XXO'^O'^ X''A. 0 X ; " X"VX ' ' a ' oo X^ V.X ' - ^0 

syxiom:, 

SS.XS; aro .rnm?risr.iT for other rofisoroc BescHke; 

X I ho o^MOso ixvsioc oixx'iric': s^scoio! xvoo.xuon to xSN$ xOa., S'-Xn C'. 

C'Xrt ptCxl hiddei's tfon- oil oxers via a iook~ap lablo., or ooly is.vadabie to orrtoh' 

!OOX! Bovviibix The lool ninsks tkc fkxt foe di«it$ oiXto lodoklnor s SW, 

IXxxrxsxix aos imiokiool oio^ s k-rs tbe ootire SxX fry | | b7E 
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r !\;i.v} \<.l o'Xx'sKN-Hv-xViO' Ids' Cvk'Xd Xx'^USnsIs":'! h'^puhUe'K 

X vX". :ux Ni «xl ix; xonxx's c'ei .x'5 'i\x ux o? Iv ux'bxx'd in dv, vx ot du .Nior 

xX * .vN e O 5 N'- ' '■' C'' ' . '0 ^ sXj^f, ,0' ■" V 

' N." O X' . V . ' < IN ^ V 

t>:Tw ef dx' iXnvxd th'i'oxxd exx 1\ Kkiuecd J : 'X-rjKxno? eusevtai iie 'dx' 
KpSs'em mr ihs I' Itl. 

9, tlv dx' 'N'-texx esuoxx'i''K't onxX;.s;\>!x X, dxxx'dst'ae''^ xdX \i 9. 'he I'dd 
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\ \'d5 It X5\ dxdxx^U' iX'XM'Xv ilt X \ K prxnxh' xxxcpxxcd 
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^ '- h'^XN. pk xNX xx!k<H!!, xXx'xdk^xNxXN; X kxXXN?': 

hs'xs kle dete <!?'l;Ht t.\9 \ xx? ufx'xthi?s re-'xX'rdfWxikiU'x; 
Idx^UxieedsIkN; I 5xxx Mxxk'rxx' llspb I fukdtsHxl 


l?5tees'U> : _Lem- kbxk'rikx High Ixxlefh.uel 

U xxh^bx IXN^ \kxkxxx' dxd* I «xd.XxXX'' 
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' s U< ? U I OM \ 

FI ^kuKs^ooK'jst M>lei5U<'>I 8 s 

L IM'OR^I\UO\ \FOl I UU'n^SF^M FlUXMX F 

^ ^ \ F Sv. < J N F >. s >. N f* S ‘ 

ihr F Usdl^i; i.?F \1 ao?<** 5 ) ih> ''t^ i!i.inrc of iIh' 

Vs\K H ' j; O ? <s'> ' V \ i s X 5 !'!■ ' \ !>' \%nKO ^ ! 

i\o 'S sXx pso|ooo (<F o 0 !.r<.' M sho so>'"s s'%"n o sXs' tsx 05 

aoF hoo F 1 -^FI F!.- osciU (v) V ho lunv ;kTiS^ 05 ihc uFFrouUoso so ilu' 
s\xF'fo ps'so*-'5^F d'> ass'l Fso okosssoo sF' n^ss's’>.5oi\^fo5 iss oil 

s . 'v>.o<. ^''' N^si'O^R'' ^ \ s " V .0 N 

f;oU sHo' To \:0 \; Oi.t= o^'S'lsooco F>p:ov'Jo ' 0 !>''S. 0 >' .sOsw'c.' lo h > 

American pubiic durisig any type of emergency or clisoster, wbetber nafnml or rnan-nnKle. 
XcU'CU wno"' Pm'^ok-nnal Ahve xAxFi'^) R Iss'nsAOoLSocrmh Fro J.OstnF 

> N V. n s,l V ■> ^. ^ ^ ^ ^ 

o'oonnnj 00 ^ FX 5 s; ouppoU ''f Wm^'O J F^s-'eMud I nn'Oono sN'c l'\'> 'o nh$ t too r FF 
Corporale Pobs:y Directive iCPD) 02iOD\ Coevotromr e/bSy^erePon.r ff;f>0/f! (Nov. 17, 
2009), requires dtat she FBI rs-saiomin a (,X)Di^ program to ensn.os' rhul sa-siasion cesennui 
Omcsions iMEFiP coolinae urKler' all chxumsianeea, 

I'n anppori corstingency plnnrrhig tor {i.'tlOP CA'cois. Ibe FBI holds a license for 

(Ci.'OTS) sol'nvare prr.idnct.developed by SonGaxd Availability Semicea desl|pn;d 10 help 
5?i:iibiifiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiGiiiiiiiiipipiiiii:Giiiiiiiiiiii;iiH^ 
piailonn linn e.iiahles data corisislemry across multiple planrnruy testing asni executtosn 
manageme.ni poscesses. a.a we.ll as .seamless s^nterpHss^ rs^poning. 

Tbe FBI svili otlli.te tsve CklS applicaPoos ibr F'OOF pmpnses, the Li\ i.ng 
Disastes- Recovery FiamrOsg System tf..DR.FS) and Fne .Bosincss I.Tr.tp;iCt A.na.lysls 
Frhliiiiiil: ll B'l A|.:' ^ . 

I ' >Rpy ,.„<Kvma\N 2v > '>,vu>m auu’ "e'-^ ^nce, ^n-supte a \l tchu sal v'f I'sK^s'^ 

* t^Fe 'V 5 >>eis^'' b'KM'>^.S50i ^ t ,. v> 1 A ' v v 
lempitsies arid i.5ncrtuce tools '■ G(;.K)Fs comaimnl 1.?^ I..DRFS n ill typically indode 
i.r; tonrnttinn .regard.ttue: 
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r'v: PI X X''r\'' ii> C 'V\? K' «>;i J ^ .wus:;^ ;;!;P!r.\Us" , ^^!f:^;l 1'c ? 

^ ^ V <■ ' X V 0 s V ' s „ ^ V V ' V ^ >. XV ' 

. V „ > X •' ' . -M ^ O x' ^ ! ! ' Sx* ' X > "x' ■! V X X 

FBI psirrmel r exe^lms COClB.. 


As a first stppx BIA xsill be speF. to create btternel surveys seeking te Aeefi;ly'FBI 

X' v„| 5v, X ,s5'o X ebv'el bPvs t Ox xr isepivx xX \xxi> ct xU'CVxxOe nto;'' xxg ' gxx bxU xHv. is 

Ox x^ X X X x\' Vx ^ 'x'X xX X 'x " X ' ' <X XX'.'xXX.X.xxXx-Xxx XX X X 

\ s \!F xixl'tx'; ;e'e'xxH xF prx'xxv. ‘Cx x'e!^x■" xteb xFrUx'eK'xxyx Feecxb'ex' u \' elOxxCt 


X \ X x XN x V xX x" \ i' ' ^ " 'xX-vX i 

Nx'0;x^. xO xXx 'x'x \'x SCXU xV e-xl''k5bk' 'xS ^ iCX\ J'xiU OKgx \iS „x' xK'xxS 'xixbS itxxxx'x ; x'x'p< 

X \"5 Siilx' i w oex's' \x Bxiswes-'xx 'k' 


The 


Bbk else h;js a robust rstpseroug kuKUjenx eoebMeg FkF planners r bubd 
customised Tcporte dispiayieg ceFected data in sehari.s arui graphxS using sucli progrru-u 

^Fcrx-xt's-su s \''xn Pvt'otkx CxU bx'' x^ Cx cxi to Fk'F lennxtt let Cxxsv -'CxnT'sbneer 

(AfS vxid csiruein iir?nik;d personally idsunihable intbrrnadou tPOft alxtet 
sedbxuhv'.k' xesssx'ixnxCd vsirb rhc Ll'dkFxk cud xBkk applicxtpieins llns irderene".oe n-iH 
xnx'btxk'xj 'x. OxUxixx^ xC'd xx'ntuet u en 5 ^Ox'!.! 4 x'ddx'ex hx>'uc xUn; I'ka'ixbxxS r 'x'xk''ybxX^ 
.0xxxx5nbe?rSx tie', vcerieru i.oe.x.uiviv.u.bess) of.. Lit Pxrrs>.m.a.e.l xixr.stee.xrus] ,.r.s t'.rxrvebx;.;,; e?'a 
COOP Bmergerrey RelecAie'sr Gfoep (FAGi; ttames and eentaer iuMetkAlast: for FBI 

X ' -x X \ X '' V x' X Xx X^ ^ ^ ^ , 'x' X Ox' 

s''* X !v,x x X r > !< t! e > I 'x *x' tx <■ X K 


xX X X I___ 

XX xA X, X \X X 


a CMS 'Wilt be 

vX X XX X X X^ X x'x^ 5. XX ^X X X X ^ X I ^x^ x'X ' X X XX ^X ^ 

CxF x*x oi 'x xr 'n^xx^x x'xxx''n'i xtJr'xU'xxxOnitotxr I Ik x'^xK';',) xCxne'xUxiurx'UxXt "x'd xxUx'nt k 

!x' X X ^ ^ X XX X X. \ \ X x ^ X ^ . X x X ' 'X X ' 'xX "x a 


Faux xbs d t a *0P ^-'oOK'uxx ?Ux5'^ v, d x^t I'x Iv xtbxx' k' x x'x'xxrx xx'Kx u ed;t\ 'kx .Cxi,, 

X X^ ' XX \ X ^ X ^x ^ X X ^ X x' Xx X 

Bf A surveys pertudtfog to tdetr speciid campettettL, CMS systro adfolrtistrafors will 
he'xvuveiv have .secees to all COOP Plans e- nfort IxDllFSx as 'axed as ; 
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"S^u'nvor si5.hsxs.5L sx<' IX V 'x'x^xsjj xX,' 

. V'£S i x'x, |.>h.'ssxe ssiiiiu n shx \ 

W,hs]e CTsiS co?slx.5Us pi'.srahol-coriU'yX- |POC') .hilbrn-nitiOiL Pie pun^ose i^f tbs; 

N V N ^ X ■! » t \ X -^ \ S-. s ib N 

3.. Please e'lxllcate sf iU"5y of the; lolioxvhnt eharaxhe!"h:L.iVsS supply txx use aslbrsBuiion ux the 
sxystesYt ;tbi>sir htsihiduais, Ekux’ hs raiad thiX log'-ost ktiboxesion ixisy iPcsXsfy or be 
tbikahje sss ;xt h.ss]ivkkisiL 

h'becksxdtl'stistppsx s 

X The SssetbyTsviedess sJh-sactly uieatitkxx; specLPc radkiduals, 

evenh. 

_ The .h" 5 .f 5 ',xsar:at;oii is hatoridexi SsS be ussisd, in coujuucuos-s xvith osinsr d;dn xder.sxe.ss 5 .Ss 

tC5 .snssbrec'ily sxienbfy specific is'ssiivixkssxss, 

_X_The infsinxiesion csssn be isxresi to dssi.s.saguisb or trace ass issdivsdusxr.s idessiity (sns., ss' 

is i.sssk'ex 1 or fisskable io sXpeisifso ir.sds¥ir.ss.sr.skx. 

If yxsss .sTsss.si4exl ssxisy jsf|' the above.s |>raseeecl Io Qaesldsn 4. 

_Xossie o.f the ahsos e. ff ssssarse of ihis ssbxxx^e, desxsnbe adsy she is'sfbs's',ssssvsssrs dr.sess sssot 

idersudy spe<s..s,Fsss. .iTsd. 5 X?sds.sahs either directly or indh'ectly. |lf yms chtHsketl dsis saMss,. 
S'J'OP here Lifler larrsvidosg Ibe s'es.|oesrusd' dcsesiphosxfl 

4.. . Does the sysUsss-,s.-'psY.sjsscl. psestairs osily to gos-'ern.rrsent e.oiployeeSs contrsssctorSs or 
cooasitants? 

N'D .h ^ s^ 

.. YES. 10'yt;s, prsxeeesl to iise ne.sxl tjstesdo.ad 

^ ^ kxYkxX rh 1 \1 I as s>\| k 



epic.org 


EPIC-14-06-04-FBI-FOIA-20150616-7th-Production 


EPIC-2,068 








. r- ^01^ OFI-lf 141 1 SI' 

I'BI IM ^'os-itsjua^ '^t.HVS':,e55K'5U S\>k'is'5 




NO Bted PCI .I'.' n> d4^^ 0op.''kis|jlc5?u'.at 

ss&i'es.siu'y f!>rm{s)>| 


YES V'' '5 ^ \ V, »i; V .Vi ^ v' ! ^ ^ 

hiCornSi^non frs.im th;: U^forssiulsois s«5s.yie<'N 



ix U'H-^ OFTK'I \l 4 


epic.org 


EPlC-14-06.04^FBI-FOIA-20150616-7th-Production 


EPIC-2069 












ixcsiXsMxsrsd Privsey A:f::t §|5slBiBS of rvCCsxPS'. TPo Foffejol AvsiofePlos IfegolaCiso 
xVriirux aoio.l ou'orpoou'l'u.sv'x tail oko': ;k j Lf ;o ;P' x'^x'oi f'o .-n'-k'su 
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_MO ,, 1 YES 

13.. Olatiss M :Sple:i.O F.!'qp€i: 

\ k>5 5? a !X"a V aicn' p'Ckx i 'ri ^ ■ x v 3> ^ r.e' e p i > i.nj Ou\M^ <1 ?lks b^oeF. 

S I'OF, The FI" A is esow eiasi^^jlefe ;issil efua'’<.iis-kli.n> a|>pss>v;k(s) shoseHl he 
Nubsrekul ei \ kl UOl O i I Or knal I FI appu's^ck eui ks s-a if 

Ik \ ank 05 lafsor ;5e55e5$s ars. riipsjsesL; 

l,L I \iSUAO k3kU A|\ FRojrris 

X ^ V s 'N ^ s ^ Os ^ X V. 

vk 5!>^>ex sko-^ pi ii.5; e\|k a^at a i ;oi oaok oioi v k.uvx 

Av cbvP>a'.' itosn oit'orsoauos^ os a I'oiis.ai thai is aisoina'aoos sa, ra''rs- 

fFO' PAaiSipO:, & chaaiie Skat wosay orkaO a Tasirs paasS esaairasipaasat assslkaf' 

' ' X N ^ ^ X ^ ^ ^ X 0 a \ ^ \ 

A > kaispe 'v"ai ^vvoaa "a s asOiOor'ea s 5 saos^ii'oJ'la tbssi "oav 

. hs . XX A. k J'' rok 01 I K'lAl r Sr OAkY 
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1.. ;} s-ss-j .U Rh 5,*^ |>50uxt Russ RkhsJs.^ 

vU ''V\vy ! ? } ikhn-i^ „ «-'^;vSxRid Hx l>>si SK iiv< 4H 

SVV y 5 <.X >KnJ»' H'xs. hx ^5 X. X. 
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